[Tpunoxxenne N 2

K IMucemy Muno6pnayku Poccun ot 14.05.2018 N 08-1184 "O nanpasnenun nnpopmarmn"
(Bmecte ¢ "MeToIM4eCKUMHU PEKOMEHJAUAMU O Pa3MEIIeHUH Ha MH(POPMALIMOHHBIX CTEHAAX,
o(uIMaNTbHBIX HHTEPHET-CalTaxX U IPYruxX HHPOPMALMOHHBIX pecypcax 001eo0pa3oBaTeNbHbIX
OpraHM3alLUi U OPraHoOB, OCYIIECTBISIOIINX yIpaBiIeHue B cepe 00pazoBaHus, HHPOPMAIH O
0e30MacHOM MOBEJIEHUH U UCII0JIb30BaHUU ceTH "MHTepHeT")

NHOOPMAILIMOHHA A TAMATKA IS OBYUYAIOIINXCA JJIA PASMELLEHWA HA
OOULIMAJIBHBIX UHTEPHET-PECYPCAX

C Ka)KIbIM TOJIOM MOJIOJIEKHU B UHTEPHETE CTAHOBUTHCS OO0JIbIIIE, a IKOJBHUKH OJIHU U3 CaMBbIX
AKTHBHBIX IT0JIb30BaTeNnel Pynera. Mexay TeM, TIOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, UHTEPHET HECEeT U MpoOsIeMbl. JTa MaMaTKa JI0JKHA TIOMOYb Tebe Oe30MacHo
HaxoJuThcs B ceTU. KommbroTepHble BUpychl KOMIBIOTEpHBIN BUPYC - 3TO pa3HOBUIHOCTh
KOMITBIOTEPHBIX MPOTPaMM, OTIIMYUTENEHON 0COOEHHOCTHIO KOTOPO SBIISETCS CIOCOOHOCTD K
pa3MHOKeHHI0. B fonoHeHne Kk 3ToMy, BUPYChl MOTYT MOBPEIUTH WU TIOJTHOCTHIO
YHUUTOXXUTb Bce (hailiibl U JTaHHBIE, TOJIKOHTPOJIbHBIE MOJIH30BATEINI0, OT UMEHU KOTOPOro Obliia
3alyllleHa 3apakeHHas MPOrpaMMa, a TakKe MOBPEIUTh WU 1a)Ke YHUUTOXKHUTH ONEPALUMOHHYIO
CHCTEMY CO BceMH (paiiaMHy B 11eJIOM. B OOJIBIIMHCTBE CIy4aeB paclpoCTPaHSIIOTCS BUPYCHI
4yepe3 UHTEPHET.

MeTop!l 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Ucnionp3yi COBpEMEHHbBIE OTIEPALIMOHHBIE CUCTEMBI, UMEIOIIIUE CEPhE3HBIN YPOBEHD 3aIUThHI
OT BPEJOHOCHBIX NPOTPaMM,;

2. IlocTrosiHHO ycTaHaBIvBai madTu (UQPPOBHIE 3aJIaTKH, KOTOPhIE aBTOMATHUYECKU
YCTaHABIIMBAIOTCA C LENbIO J0Pa0OTKH MpOrpamMmbl) U Ipyrue 0OHOBICHUS CBOEH
omnepanroHHoi cucteMbl. CkauyuBail UX TOJBKO ¢ 0UIIMaIBLHOTO caiita pazpadorunka OC. Eciu
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIICHUS, BKIIIOUYH €T0;

3. PabGoraii Ha cBOEM KOMIIBIOTEPE MO ITpaBaMU I10JIb30BaTCIA, @ HC aAMUHUCTpPATOPA. 9T0 HE
II0O3BOJIUT 6OJ'II)HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCA HA TBOEM IIE€PCOHATIBHOM
KOMIIBIOTEPEC,

4, HCHOJ’IBSYﬁ AHTUBUPYCHBIC IPOIPAMMHBIC ITPOAYKTBI U3BECTHBIX HpOI/IBBO,Z[HTCHeﬁ, C
ABTOMAaTHYECKUM OOHOBJIEHUEM 63.3;

5. Orpanuyub GPU3NYECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Mcnionb3yil BHELIHNE HOCUTENN MH(OPMAINK, TakKKe Kak (iemka, JUcK nin Qaiin u3
UHTEPHETA, TOJIBKO U3 MIPOBEPEHHBIX NICTOYHHUKOB;

7. He oTKpbIBail KoMIbrOTEpHBIE (Paiiiibl, MOJTydeHHbIE U3 HEHA/Ie)KHBIX HICTOUHUKOB. Jlaxe Te
¢aiinpl, KOTOpPbIE MpHCIaT TBOM 3HAKOMBIN. Jlydllle yTouHU Y HEro, OTHPABJIsUI JIU OH TeOe HX.
Ceru WI-FI Wi-Fi - 510 He Buj niepeaaun TaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIMIIb OPEH I, MapKa.
Eme B 1991 rony Huaepnanackas koMmnanus 3apeructpuponana openn "WECA", uro
o0o3Hauaio cioBocoderanue "Wireless Fidelity", koTopslii mepeBoauTcs Kak "GecripoBoaHast
TouHOCTH". J0 HalIero BpeMeHu Jloluia Apyras abopeBuarypa, KOTopast sIBJISETCS] TAKOH xke
TexHoJoruei. Ito abopesuatypa "Wi-Fi". Takoe Ha3BaHMe ObUIO JTaHO C HAMEKOM Ha CTaHAAPT
BhICIICH 3BYyKOBO# TexHuku Hi-Fi, uTo B mepeBoje o3HavaeT "Bricokast TOUHOCTR'". [la,



OecruiaTHBI HTHTEPHET-I0CTYII B Kahe, OTENIAX U a3pOINopTax SBJISIETCS OTIIMYHON
BO3MO’KHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOTHE 3KCIIEPThI CYMTAIOT, YTO 00mmenocTynasie Wi-
Fi cetn He sBisitoTCSt 6€30TaCHBIMU.

CoBetsl 110 0€30MaCHOCTH pabOThI B 001Ie0CTYHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro TnuaHyro nHGopManuto uepes odmenocrymasie Wi-Fi cetu. PaboTas B
HHX, KCJIATCJIbHO HC BBOAUTH ITAPOJIU AO0CTYyIIA, JIOTUHBI U KAKHC-TO HOMEPA,

2. Vcnionb3yit 1 0OHOBIIANM aHTUBUPYCHBIE IPOrpaMMBbl U OpaHamayep. Tem caMbIM Thl
oOe3omacuIib ce0st OT 3aKa4YKK BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBannu Wi-Fi otkiaroun ¢pyukmnuto "OOmuii 1ocTym K daiizam u nmpuHTepam".
Jannas QyHKIMS 3aKpbITa IO YMOJTYaHUIO, OJTHAKO HEKOTOPHIE TI0JIb30BATEIN aKTUBUPYIOT €€
TSt ynoOCTBa MCTOJIb30BaHus B paboTe uin yuede;

4. He ucnone3yit myonuunsiii WI-FI 15 nepeaaun TMUHBIX TaHHBIX, HAIPUMEp /711 BBIX0JA B
COLIMAJIBHBIC CETU WJIU B DJIEKTPOHHYIO TIOYTY;

5. Ucnionp3yii Tonpko 3amuiiienHoe coenquuenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BebOaapeca BBOaM UMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun pyakmnuro "Ilonkmouenne k Wi-Fi aBromartnuecku". He
JIOTTyCKall aBTOMAaTUYECKOTo MOJKII0UeHUs yeTpoiicTBa k cetssM Wi-Fi 6e3 TBoero cornacusi.
Conuanbublie cetu CouaibHble CETH aKTUBHO BXOJAT B HAIly KU3Hb, MHOTHE JIIOJM paboTaloT
U ’KUBYT TaM MOCTOSIHHO, a B Facebook yxke 3apeructpupoBan MUIUTHAP YEIOBEK, UTO SBISETCS
OJIHOH ceapbMOM BCEX JKUTEJICH IJIaHeThl. MHOTHE MOIh30BaTe/IM He IOHUMAIOT, YTO
uH(popMalus, pa3MeIleHHas UMU B COLUAIBHBIX CETSIX, MOKET ObITh HaliJIeHa U UCII0JIb30BaHA
KEM YTOJHO, B TOM YHCJIE HE 00s13aTEeNIbHO C OJIariMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH B COMaJIbHBIX CCTAX:

1. Orpannyb CUCOK Apy3ed. Y TeOs B APY3bIX HE JOJDKHO OBITh CIIYYalHBIX M HE3HAKOMBIX
JIFOJIEH

2. 3amuiiai CBOO YacTHYIO KU3Hb. He yka3piBaii mapoiiu, TesnedoHsl, aapeca, 1aTy TBOETO
POXKJIEHUS U IPYTYIO JTUUYHYIO HHPOPMAIUIO. 3T0YMBIIUICHHUKH MOTYT HCIIOIb30BaTh JIaXKe
MH(OPMALIHIO O TOM, KaK Thl U TBOM POJIUTENHN TUIAHUPYETE MPOBECTU KaHUKYJIBI;

3. 3ammuinaii cBOI0 permyTaluio - IEp>KU €€ B UUCTOTE U 3a7aBaii cede Bompoc: XoTel Obl ThI,
9YTOOBI Jpyrye MoJIb30BaTEeIH BUCIH, YTO ThI 3arpyskaenib? [logymait, mpexae 4em 4To-To
OMyOJIMKOBAaTh, HAMKMCATh U 3arPY3UTh;

4. Ecnu ThI roBopuiib € JIFOAbMH, KOTOPBIX HC 3HACIIb, HC HCHOJ’IB3y1>i CBOC pCajIbHOC UM U
APYTYIO JINYHYIO I/IH(i)OpMaLII/II/II HUMs, MECTO KHUTCJIILCTBA, MCCTO y‘Ie6BI " 1Ipouce;

5. N36eraii pa3menienus ¢pororpaduii B IHTEepHETE, I/1e Thl M300pakeH Ha MECTHOCTH, TI0
KOTOPOU MOYHO OIPEACIIUTE TBOE€ MECTOIIOJIOKEHHUE;

6. HpI/I perucrpanvu B COIIMAIIbHOM CETH HeO6XO,Z[I/IMO HCIOJIB30BAaTh CJIOKHBIC I1apOJIH,
COCTOAIIUEC U3 6y'KB u I_II/I(I)p M C KOJIMYCCTBOM 3HAKOB HE MCHECC 8;

7. I[JBI COLIMAJIbHOM CCTHU, MMOYTHI U APYTUX CcaiiToB HCO6XO,Z[I/IMO HCIIOJIb30BATh PA3HbIC MMAPOJIN.
Torma eciu TeOs B3JIOMArOT, TO 3JIOYMBIINIJICHHUKH IMOJIY4aT JOCTYII TOJIBKO K OAHOMY MECTY, a
HC BO BCC Cpasy. SHCKTpOHHBIC JACHbBI'M 3HeKTpOHHLIe JACHBI'K - OTO OYCHb YHOGHLIﬁ cIroco0



HHaTe)Keﬁ, OJIHAaKO CYHICCTBYIOT MOIICHHUKH, KOTOPLIC XOTAT IMOJIYYUTh 3THU JCHbI'U.
3JI€KTpOHHBI€ JACHBI'U ITIOSIBHUJIMCH COBCEM HEAAaBHO U KMCHHO H3-3a 3TOI'O BO MHOTUX
rocyJapcrBax /0 CUX MOp HE MPOMUCAHO MPo HUX B 3akoHax. B Poccuu ke onun
(YHKIIMOHHUPYIOT U O HUX YK€ MPOTIMCAHO B 3aKOHE, TJI€ UX PA3JICNISIOT Ha HECKOJIBKO BHUJIOB -
AHOHUMHBIC 1 HC aHOHHUMHBIC. Pa3HI/IIIa B TOM, YTO aHOHUMHBIC - 3TO TC, B KOTOPBIX
pasperraercsi IpOBOJAUTH OTiepanuu 0e3 HICHTH(PHUKAIINH TT0JIh30BaTEIIs, @ B HCAHOHUMHBIX
UICHTH(HUKAIIS TI0JIB30BATEIIS SABIISICTCS 00s3aTebHON. Takke ciemyeT pa3inJyarh
AIIEKTPOHHBIE (PHATHBIC ACHBIH (PaBHBI TOCYAAPCTBEHHBIM BAJIIOTaM) M JIEKTPOHHBIC
HeHraTHBIEC ICHBIH (HEe paBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€301MaCHOM paboTe C ANEKTPOHHBIMU JEHbIaMU:

1. IIpuBsixku K cueTy MOOUIIBHBIN Tene@oH. ITO camMblil y10OHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBUTH JOCTYII K cueTy. [IpuBsi3anHbli TenedoH NOMOXKET, eciiv 3a0y/ellb CBOI
IJIATEKHBIN MapoJib WK 3aiJeNIb HAa CAUT C HE3HAKOMOTO YCTPOICTBA;

2. VUcnonb3yi ogHOpasoBbie mapoiu. [loce nmepexo/ia Ha yCUIIEHHYIO aBTOPU3AIINIO TEOE yKe
He OyJIeT yrpo’kKaTh OMAaCHOCTh KPaku MJIM TIepexBaTa TIaTeKHOTO MapoJis;

3. Boibepu cnoxxnblit napoiib. IIpectynHukaM OyneT He MpOCTO YrajaaTh CIO0KHBINA apoib.
HagexxHble maposu - 3T0 mapoJjiu, KOTopble COAEpPKaT He MeHee § 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKH€ KaK 3HaK J0JuIapa,
¢dyHTa, BOCKIMIATebHBIN 3HaK | T.1I. Hammpuwmep, $tROng!;;

4. He BBOAM CBOM JTMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPACIIb. JJIECKTPOHHAS MTOYTa
DNEeKTpOHHAS MOYTA - 3TO TEXHOJIOTHS U MPEOCTABIISIEMBIC €10 YCIYTH 10 TIEPECHIIKE U
TTOJTYYCHUIO IEKTPOHHBIX COOOIICHHH, KOTOPBIE pacCIpeestoTCs B KOMITBIOTEPHON CETH.
OOBIYHO AIIEKTPOHHBIN MOYTOBBIN SIMIUK BHITISIUT CICTYIOIIMM 00pa3oM:
HMsI_TIOJTh30BaTEsA(@WHUMS_JTOMEHa. Takke KpoMme Tmepeiadl IPOCTOTO TEKCTa, HMEETCS
BO3MOJKHOCTB TIepe1aBaTh (aiibl.

OCHOBHBIE COBETHI IO 06€30MMacHON paboTe ¢ MEKTPOHHON TOYTOM:

1. Haymo BBIOpaTh paBUIIBLHBIN MIOYTOBBIM cepBUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
OecCIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIy4Ille TOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBLIA B
pEUTHHTE;

2. He yka3piBaii B TMYHOM no4YTe JIMUHYI0 H(popMmanuio. Hanpumep, srydie BeIOpaTh
"My3bIKabHBIN _(paHat@" wu "pok2013" BmecTo "Temal3";

3. Mcnonp3yii NBYX3TaHYIO aBTOPU3aUI0. ITO KOTAa MOMUMO MapoJisl HY>)KHO BBOJUTH KO,
npuckLIaeMblid o SMS;

4. BriOepu cioxHBINA Maposib. [ KaK0ro MOYTOBOTO SITUKA JOKEH OBbITh CBOM HAJICKHBIMH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOYKHOCTh HANIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MOYKHOCTD;

6. Vcrosib3yil HECKOJIBKO TIOYTOBBIX AIIMKOB. IIepBbIi 17151 4acTHOM NMEPENUCKU C aipecaTaMu,
KOTOPBIM ThI IOBEPSIEIIb. DTO MIEKTPOHHBIN aIpeC HE HAJJ0 UCIIOIb30BaTh IIPU PETUCTPALIUU Ha
dopymax u caiitax;

7. He oTkpsbiBaii ¢aiisiel u Jpyrue BIOKEHUS B MHUChbMaX, 1a)Xe €CITU OHU MPHIILUTH OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUTA JIU OHU TeOe 3TU (hait sl



8. ITocie okoHUaHUs pabOTHI HA TOYTOBOM CEPBHCE MEpe]l 3aKPHITHEM BKIIAQJKH C CANTOM HE
3a0yap Haxarth Ha "Beriitn". KubepOy/umiHT uiy BUPTYyalibHOE HM3eBaTenbcTBO KubepOymuHr -
IpeciieIOBaHNe COOOLICHUSIMHU, COIEPKALIMMU OCKOPOJIEHHS], arpecCcHI0, 3allyrUBaHuUE;
XYJIUTaHCTBO; COIIMaIbHOE OOMKOTHPOBAHKE C TOMOIIBIO PA3IMYHBIX HHTEPHETCEPBUCOB.

OcHOBHbIE COBETHI 110 00pHOE ¢ KNOEPOYIITMHTOM:

1. He Opocaiics B 60ii. JIydmuii crioco0: MOCOBETOBATHCS KaK ceOst BECTH U, €CIIM HET TOTO, K
KOMY MOKHO 06paTI/ITBC$I, TO BHA4YaJIC YCIIOKOUTHLCH. Ecnu 1B HauHemb oTBEYATH
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO ele OOJIbIIE Pa30siOKenTb KOH(IIHKT;

2. Ypasisiit cBoelt Kubeppenyrauuei;

3. AHOHMMHOCTH B ceTd MHUMasi. CyIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XyJIUTaHCKUM 00pa3 BUPTyaabHOU ku3HU. IHTepHET puKCHUpyeT Bce TBOU
NEUCTBUS U COXpaHSeT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyJHUTEIbHO;

5. CoGnroait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii equHIYHbIN HeraTiB. OJTHOpa30Bble OCKOPOUTENIbHBIE COOOIICHUS JTy4Ilie
urHopupoBaTh. OObIUHO arpeccus MpeKpallaeTcss Ha Ha4yaJlbHOM CTauH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMU, B COITUATBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIPABKU COOOIIEHHI C OTPEIeIEHHBIX a/IpecOB;

8. Ecnu TBI cBUnEeTENh KUOEPOYIITUHTA.

TBou neiicTBUS: BBICTYNIUTH MPOTUB MPECIIEOBATENS, I0KA3aTh EMY, YTO €ro AeHCTBUS
OILICHUBAIOTCSI HETaTUBHO, MOAEPKATh KEPTBY, KOTOPOU HYXHA IICUXOJIOTUYECKAsi TOMOIIIb,
COOOILUTH B3pOCIBIM O (haKTe arpeCCUBHOTO MOBeIeHUs B ceTH. MoOubHbIN TenedoH
CoBpemennbie cMapTHOHBI U MIIAHIIETHI COAepkKar B ce0e BIOJIHE B3POCIbIi (QYHKIIMOHAT, U
Terepb OHU MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMU KOMITbloTepamMu. OTHAKO, CPE/ICTB
3aIUTHI JUIA TOJ0OHBIX YCTPOICTB MOKa OUEHb Malo. TeCTUpOBaHUE U MTOUCK YI3BUMOCTEH B
HUX MMPOUCXOJUT HE TaK MHTEHCUBHO, Kak Juist 1K, To ke camoe kacaetcs U MOOMIBHBIX
npuioxeHuid. CoBpeMeHHbIe MOOMIIbHBIE Opay3epbl yKe MPAKTUYECKH JOTHAIN HACTOIbHbBIE
aHaJIOTH, OJIHAKO paciIupeHre GyHKIMOHaa BIEYeT 3a cOO0H OOMBIIYIO CII0KHOCTh U
MEHBIIYIO 3alUIIIEHHOCTh. J{aneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS,
3aKpBIBAIOLIUE KPUTHUECKUE YA3BUMOCTH ISl CBOMX yCTPOUCTB. OCHOBHBIE COBETHI JIJIsSI
6e3omacHocTH MOOUIBEHOTO Tenedona: Huuero He siBIsieTCs Mo-HACTOsIEMY OecraTHbIM. bynb
OCTOPOXKEH, BeJlb Kora Te0e mpe/yiaratoT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IaTHele ycnyru; Jymaii, mpexae yem otnpaButb SMS, ¢hoTo unu Buaeo. Tol TOUHO
3Haelllb, TJIe OHU OyAyT B KOHeUHOM utore? Heo6xo1mmMo 0OHOBIISATE ONEPAMOHHYIO CHCTEMY
TBOEro cMapToHa; VMcronb3yil aHTUBHPYCHBIE TPOrPaMMBI 7151 MOOMIIBHBIX TenedoHoB; He
3arpy:kai MpUIOKEHHsI OT HEM3BECTHOI'O NCTOYHHUKA, BEb OHU MOTYT COJIEP’KATh BPEIOHOCHOE
nporpammHoe obecnieuenue; [Tocie Toro kak Thl BbliiielIb ¢ caifTa, I/1e BBOJIUII JIUYHYIO
uHOopMaInio, 3aiiiu B HaCTpoiku Opaysepa u yaanu cookies; [lepuoanyecku mpoBepsiid, kakue
TUTaTHBIE YCIIYTH aKTUBUPOBAHbI Ha TBOEM HoMmepe; JlaBail cBoii HOMep MOOMIIbHOTO TenedoHa
TOJIBKO JIFO/ISIM, KOTOPBIX ThI 3HAEIIb U KOMY JloBepsielb; Bluetooth nomken ObITh BHIKITIOUEH,
KOT'JIa Tl UM He moJib3yenibest. He 3a0biBaii nHOTAA mpoBepsATh 310. Online urpsl CoBpeMeHHbIE
OHJIAMH-UTPHI - 3TO KPACOUHBIE, 3aXBATHIBAIOLINE PA3BICUCHHUS, 00BETUHSIIOMINE COTHU THICAY
YeJIOBeK 10 BceMy Mupy. Urpoku uccieayoT JaHHbIA UM MUD, OOIIAI0TCS APYT C APYTOM,



BBIIIOJIHSAIOT 33JJaHUsl, CPAXKAIOTCS ¢ MOHCTPAMU U ITOJIYYaIOT OIIBIT. 332 yJOBOJILCTBUE OHU
TUTATAT: TOKYIAIOT AUCK, OTJIAYMBAIOT A00HEMEHT WJIM IPUOOPETAIOT KaKre-To oniuu. Bee atu
CpeAcTBa UAYT Ha MOJJIEPKAHUE U PA3BUTHE UTPHL, @ TAKXKE HA caMy 0e30MacHOCTb:
COBEPILEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE MATYH (II(PPOBHIC 3aIJIaTKH
IUTSL IPOTPaMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB. B TIOJJOOHBIX UTpax CTOUT OmacaThCs He
CTOJIBKO CBOMX COIIEPHHUKOB, CKOJIBKO KPa)KH TBOETrO 1IapoJisi, HA KOTOPOM OCHOBaHA CUCTEMA
aBTOPU3ALMUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OS30IIaCHOCTU TBOCTO HUI'POBOI'O aKKayHTa:

1. Ecimn npyroit urpox BeeT cedsl IIoXo WK co3aaeT Tebe HeMPHUsITHOCTH, 3a0I0KUPYil ero B
CIIHCKE UTPOKOB;

2. Tloxanyiicsa aqMUHUCTpATOpaM Urpbl Ha TI0OXOE MOBEJEHHUE 3TOTO UIPOKA, JKEJIATEbHO
MPUJIOKUTH KaKHE-TO J10Ka3aTeIbCTBA B BUI€ CKPUHOB;

3. He yka3sbiBaii nTuuHyto uHGopMaluio B mpodaiine urpsl;
4. YBaxal Ipyrux y4aCTHUKOB I10 UIPE;

5. He ycranaBnuBaii HeounaabHbIE TATYA U MOJIBI;

6. Mcnonb3y# CIOKHBIE U pa3HbIE MTAPOJIH;

7. Jaxxe BO BpeMs UTPbI HE CTOUT OTKJIKOYaTh aHTUBUPYC. [0Ka ThI Urpaenisb, TBOM KOMIBIOTEP
MOTYT 3apa3uTh. OUIIUHT WK Kpaka TUIHBIX JaHHBIX OOBIYHOM Kpaskel IeHeT U TIOKYMEHTOB
CEeroJiHA Y>K€ HUKOTO HE YIUBHILb, HO C Pa3BUTUEM MHTEPHETTEXHOJIOTUHN 3JI0YMBIIUICHHUKN
MIEPEMECTHUIIUCH B UHTEPHET, M MPOI0DKAIOT 3aHUMAaThCs "MoOuMbIM" femom. Tak nmosiBuiack
HOBAas yrpo3a: UHTEPHET-MOILIEHHUYECTBA WK (PUITUHT, TJIaBHAs 1€JIb KOTOPOTO COCTOUT B
MOJTy4eHUH KOH(DHICHIIMAIBHBIX IaHHBIX IMOJIb30BaTeNIeH - JJOTHHOB U maposeil. Ha anrmuiickom
si3bIke phishing untaercs kak gummHT (0T fishing - peiOHast 0B, password - Tapos).
OCHOBHBIE COBETHI 10 OOPHOE C PUITHMHTOM:

1. CJ'ICI[I/I 3d CBOUM aKKayHTOM. Ecnu T 1o aA03p€Bacilib, YTO TBOA aHKETa Obla B3JIOMaHa, TO
HeO6XOI[I/IMO 336J'IOKI/Ip0BaTB (71 COO6H_[I/ITB AJIMUHUCTpATOpaM pecypca 00 5TOM KaK MOJKHO
CKOpcEC;

2. HCHOJ’IBSYﬁ Oe30macHbIe Be6-caI>'ITLI, B TOM YHCJIC, HHTCPHCT-MAra3mHOB U IIOUCKOBBIX CUCTCM;

3. Ucnonb3yii clioskHbIE U pa3Hble Mapoiu. Takum o0pa3om, eciu Te0s B3IOMaloT, TO
3II0YMBIIIJIEHHUKHU TOTYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Eciu Te0st B3JIOMaJid, TO HeO6XOI[I/IMO MMpEaAYNPEaANTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC
I[O6aBJ'ICHI>I y TeOS B APY3biX, O TOM, YTO Te0s B3JIOMaJIH H, BO3BMO>KHO, OT TBOCTO UMCHH 6yz[eT
pacCblIaThCA CIIaM U CCBLJIKU Ha (1)I/IH_II/IH1"OBI:>IC CaﬁTLI;

5. YcranoBu HanexHbli naposib (PIN) Ha MoOHIBHBIH TenedoH;
6. OTKIIIOYM cOXpaHEHUe Maposist B Opaysepe;

7. He oTkpbIBaii paitinbl u Apyrue BIOKEHHUS B MHUCbMax, Ja)Ke €CIM OHM MPUIILIU OT TBOUX
npy3ei. Jlydiie yrouHu y HUX, OTIPABIISUIM JIM OHU Tebe 3TH (aitnbl. Ludposas penyranus
[udposas penyranus - 3T0 HEraTUBHAs WM MO3UTHBHAS HH(YOPMAIUS B CETH O Tebe.
Komnpomerupyromias nHdopmanus, pamelieHHas B MHTEPHETE, MOXKET CEphe3HbIM 00pa3zoM
OTpa3uThcs Ha TBOEH peanbHOM xu3Hu. "Ludposas pemyranus” - 370 TBOI UMUK, KOTOPBIN



bopmupyercs u3 uHpopMarun o Tede B UHTEpHETe. TBOE MECTO KUTEIIBCTBA, y4eObl, TBOE
(hMHAHCOBOE TIOJIOKEHUE, 0COOCHHOCTH XapaKTepa U paccKa3bl O OJU3KHX - BCE 3TO
HaKaIlJIMBAeTCs B C€TU. MHOIrMe NOAPOCTKY JIEFKOMBICIIEHHO OTHOCSTCS K IMYOJIMKALUK JTUYHON
uHpopmanuu B IHTEepHETE, HE MOHMMAsk BO3MOXKHBIX TOCIeACTBHMA. ThI ake HE CMOJKEIllb
J0razaTbes 0 TOM, 4To GoTorpadusi, pazMelieHHas 5 JIeT Ha3aj, cTajla IPUYMHOM OTKa3a
npuHATH Te0s Ha paboTy. KomMmenTapuu, pasmenienne TBoux (portorpaduii u apyrue AeiCTBUs
MOTYT HE UCYE3HYTh Ja’Ke MOCIe TOro, Kak Thl UX YAAIUIIb. Thl HE 3HAEIIb, KTO COXPAHUI 3Ty
nH(OPMAIIHIO, TIOTIAJIA JIK OHA B TOMCKOBBIE CUCTEMBI U COXPaHHUJIACh JI OHA, a TIaBHOE: YTO
MOAYMAIOT O Tebe OKpYXKaIOIIKe JII01, KOTOpbIe HAWAYT U YBUIAT 3T0. Haiitn nnpopmaruto
MHOTO JIET CITYCTsI CMOKET JIF000H - Kak U3 JOOPBIX MOOYKICHUH, TaK U C HAMEPEHUEM
MPUYMUHUTE Bpel. ITO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON pEryTallUn:

1. [oxgymaii, mpexie 4em 4To-To MyOIMKOBaTh U NepeaBaTh y ceds B 00re WK B COLUAIbHON
CETH;

2. B Hactpoiikax npo¢uisi yCTaHOBU OTPaHUYEHUs Ha IIPOCMOTP TBOETO MPOHIIS U €ro
COIEPKMUMOTO, CIIeTal €ro TOJbKO "Iyst apy3en';

3. He pa3memaii u He yka3biBail HHGOPMAIIHIO, KOTOPAs MOXKET KOTO-TM00 OCKOPOJIATh UITH
00MXKaTh.

ABTopckoe mpaBo CoBpeMEHHbIE IIKOJIbHUKU - AKTUBHBIE MOJIb30BaTENH LHHU(POBOTO
npoctpaHcTBa. OHAKO JAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAaHHE MHOTUMHU BO3MOKHOCTSIMU
nudpoBoro Mupa TpedyeT coOMOACHUS TTpaB Ha HHTEIUIEKTYaAIbHYI0 COOCTBEHHOCTh. T epMUH
"HHTEIJJICKTyaJIbHasi COOCTBEHHOCTB' OTHOCHUTCS K Pa3IMYHBIM TBOPEHHSIM YEJIOBEYECKOTO yMa,
HauyWHas ¢ HOBBIX M300pETEHUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha TIPOIYKTHI U
YCIIyTH, U 3aKaHYMBasi KHUTamMH, poTorpadgusmu, KHHODUIBMaMHU U MY3bIKaJIbHBIMU
MPOM3BEACHUAMU. ABTOPCKUE MIpaBa - 3TO MIpaBa Ha UHTEIJICKTYalbHYyI0 COOCTBEHHOCTh Ha
MIPOU3BECHUS HAYKH, TUTEPATyPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAYE€CTBE
rapaHTUU TOTO, YTO MHTEJUIEKTYaJIbHBII/TBOpUYECKUl TPyl aBTOpa He OyeT HampacHbIM, JacT
€My CIIpaBeIIMBbIE BO3MOXKHOCTHU 3apaboTaTh Ha pe3ylbTaTax CBOETO TPYAa, MOJIYUYUTh
W3BECTHOCTH U Mpu3HaHue. Hukto 6e3 pasperienus aBTopa He MOXKET BOCIIPOU3BOIUTH €T0
MIPOU3BEACHUE, PACIIPOCTPAHSATD, MyOJIMYHO IEMOHCTPUPOBATH, IPOIaBaTh, UMIOPTHPOBATD,
MycKaTh B MPOKAT, MyOJIMYHO UCHIOIHSATH, TOKa3bIBATh/UCHIOIHATE B 2(pUpe WK pa3MeliaTh B
Wutepuere. Mcnonp3oBanue "muparckoro’ mporpaMMHOTo 00ecreueHrs MOKET MIPUBECTU K
MHOTHUM PHUCKaM: OT IOTEPH JIaHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKH TBOETO YCTPONCTBA,
I/ie yCTaHOBJICHA HeJleranbHasl mporpaMMa. He cTouT taxske 3a0bIBaTh, 4YTO CYIIECTBYIOT
JieragbHbIe U OecIIaTHbIE MPOTPaMMbI, KOTOpPbIE MOKHO HalTh B ceTH. O mopTraie
CeteBrU4OK.p( - TBOI TJIaBHBII COBETYHK B CETH. 3[IECh Thl MOKEIIb Y3HATh O 0€30TTaCHOCTH B
CETH MOHSATHBIM U JOCTYITHBIM SI3BIKOM, & MIPU BO3HUKHOBEHUU KPUTUYECKON CUTYyaIlUU
00paTHUThCS 32 COBETOM. A TakKe MPUHATH yUacTHE B KOHKYpPCax U CTaTh CaMbIM ITU(POBBIM
rpakJIaHUHOM !



